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Abstract. We present protocols for enhancing e-mail systems to allow
for secure revocation of messages. This paper identifies the security re-
quirements for e-mail revocation and then shows how our protocols ad-
here to these requirements. Three different levels of security and threat
models are described. We discuss our implementation of the level 1 pro-
tocol, which assumes no security infrastructure. The protocols were de-
signed so that existing mailers can easily be enhanced with these new
features.

1 Introduction

In the early days o the Internet the se o ele tron al e al asl ted
toas alls seto h hlyte hn al eo le It asal rythat asnoten oyed
y the rest o the o laton and ost eo le had ne er ¢ en heard o t In
s teo thes alln ero serso e al the roto ols na elys t and
ere h hlyrela le sers o ldass ethat a essa e assent
then ether t o ld eree ed orthey o Id enot ed thatthe trans sson
aled Inre ent years the seo e als read tothe eneral o laton Ins te
o the tre endo s n rease n then ero sers thero stnessandrela 1ty
oe al sstllta en or ranted hs sares It o standards or ho e al
s sent re e ed and ro essed hese standards a ee ala on enent and
rela le eanso o n at on t they also a e td It to han e e
alortoadd eat res Inths a er e ro osea eat rethat an e added to
e al tho tre rn han estothe nderlyn rotools ny ser shn
toena leths eat re stenhan ehs alsot are th nor od atons
It old en e e alsyste senoyed thesa e n tonalty as the

ostal syste t tt rns o t that they dont  te eas re eddso e
d n andds o eredalttle no n osto e roed re Itt rnso tthat
yo alaletterora a a etoso eone and tthen e o es ortant to

yo that they not re ¢ e t then there s a ay tosto t It aneen e

done y hone helo al ost aster onta tsthe ost aster at the dest nat on

and alerts h  a o t the re all he letter s nter e ted and ret rned to yo
he roed re 1l only or yo ro ded a ret rn address and a ro er



dest ton o theenelo eor a ae It sa ederal o ense toled rn the
alre all ro ed re

I the ost o e le entsre o at on then t see s thats h a ser

e old edesrale ne alas ell o e er theele tron e alent o
the alreall or snono os e seseerale a lesto 1l strate hy
re o aton s se I

a ethe ollo n ty alsenaro h hat allyo rred 1 eas s her

se retary o tore ster her ora onerene here art aton sl ted
ne ee eorethe onerene 1 e allsto on r herre straton e a se
shene erre e eda on r aton he oneren eor an ertells 1 ethatshe s
not re stered 1 etresto all o the sa ayonhsl nh rea o 1 e
sends ashar ¢ al essaeto o as n  hyheddnot a ethereser at on
n teslater the honern s It sthe oneren eor an ersayn that there

had eena sta eandthat | esre stratonhad eenree edont e 1 e

st send an a olo y to o ater that day o reads hse al rst he
sees the shar note ro l e and he sends a lon deta led res onse a o t
ho hetoo areo e erythn and that 1 esho ld not e so to la e
h henthn s o ron ter send n that essa e o reads the se ond

essa ¢ e then sends an a olo yto 1 e elat ons at the o e are at an
allt elo he hole role o Idha e een a oded l ehada ayo
an elln the rst essa eshe sent eore o ret rned ro 1 nh In ost

rrent e  alsyste s there sno aytodoths tho t ontatn a syste
ad nstratoror rea n ntoso eonesa o nt

se ond s enar o also o rs te o ten and ost readers sho 1d e a

lar ththsty eo eent harle s n har eo a eetn or hsentre
de art ento eo le esendso ta road ast essa e sn ane alalas
anno n n that the eetn 11 e at noonon rday n ho rlater he ets
ane alres onse ro a e ero thede art entre ndn h that rday
sthe o any n and that the de art ent s layn another de art ent
n the o anysot all nals he o the o any s the re and
so harle st res hed le e ed ately sends o t another road ast es
sa e anno n n that the eetn has o ed to onday er the ne tt o
days harlere e es essa es ro eo lea o tthesot all on t hese
essa es are s ally ollo ed y a olo essayn that the erson st sa the
se ond road ast andne e nd I harlehad a aytore o ethe rst road
ast essa e or all sers ho hadntseen tyet hs al o o ldhae een

he tertherest o the ee

hese t osenaros n ol e eo le nthesa eor an aton he ro le
e o es ore nterestn or sers a ross the Internet an e seas enaro
to Il strate onna s ne ot atn a deal to r hase the toy o any
er an ontatthere s d t onna sends dane al essae
tha d or t there s no res onse so she oes ho e
hat n ht she at hes the ne s and hears that d s en s ed or n ad
hld s ort and that he s e tre ely des erate or ash helo s nto or
ro ho e and he s to see d has ree ed her e alyet heree es



on r at on that he hasnt he re o es the e al that she sent earl er and
sends a ne essa e tha d or hene t ornn d ets to
or at and sees the d ro onna e ed atelya e ts t

he latest s enar o s not oss le n today s Internet ort o reasons here

sno ayto ndot a essaehas eenre e ed and there sno e hans
orre o n a essae Inths a er e resenta aytoree ea orretnot

at on on the stat so a essa e ree edornotree ed anda e hans
orre o n a essae tho tlea n anye den ethat t ase ersent he
sender llalso ea letore o ea essa eandre e e orre t not aton that
e ther the essa e asre o ed tho tlea n anytra e orthat t asree ed
eore there o aton o leted

h le there are alsyste s s h asthe h an er mnal yste
and o ell ro se ers on that ena le ths n tonalty thn
a lo al ste there s no eneral r ose syste that allo s a ser tore o e
a essa e to an Internet ser th ad erent alsyste rther ore these
syste sdonot rotet sers ro ea esdro ersonthernet or s ore a le
n a ser s a letolsten n on another sers o n aton say vy
I sten n  to ethernet tra then he an a sea essa esent y that serto e

re o ed It so o slydesra le that only the ser hosendsa essa esho Id
ealetore o e t

nally e note that the deas and roto ols de elo ed n ths a er also
a lytothedo ano ne s ro s It sdesra le toena le a ser tore o e

a essa e he osted rrently there s no e hans h h ena les
serstore o ether ostn s s nthe al ase t sdesra le that only the
ser ho osted the essa esho Id eallo edtore o e t rte hn es an

edretlya ledtose relyre o n ne s ostn s

o a lar etherecader tho rter noloy e eah hleeloer e o

ele tron al roto ols ser no n as the ayatanyt esend al
to another ser no n as the hena al essa e ssent t sree ed
onthere e ersde ya or orshort tany ont nt e
there e er ayas hs todel erallo thene mo n essaes s
ally the S le ented as adaec onr nnn onso eser er  hen ne
al s sent to one o the ser ers 1ents the stores the n o n  essa e

nas ool le heree er anread hs no n essa es y nstr tn the
tosend h  the ontents o the s ool le

he s o osedo t o o onents he rst handles the re e ton

and stora eo no n al essa es hese onddel ers essa esto there

e eronde and herearet o ate oreso alsyste s Inthe rstty eo

syste sers anree ethere alonly y nteratn thal ted nter

ae ro ded y the Internet ser e ro derss h as er a nlne

s is a trademar of Novell.



rod y o ser e et all ntoths ate ory In the se ond ty e o syste
sers an y ass the and ha edre t a esstothere al hs soten
the ase n n here sers an se the ro ra orthey ana essther
aldretly yreadn as ool le e 1l all the rst ty e o syste the
ted Inter a e odel 1 and the se ond ty e the ret ess  odel
re de onstratesaty al I e alsyste

1 MUA
e
)
3 User
Sender (bob)
(Alice) Receiver
LAt ca a s st In step 1, Alice sends a message, , to Bobs

Mail ser Agent, M A, where it is stored in a spool file. When Bob is ready to read
his mail, he requests his messages from M A step 2 , and in step 3, M A sends Bob
his message. Most systems do not implement step 4, where M A notifies Alice that
Bob read the message.

or the 1 odel e e the asone nt It re e es and stores
essa es and then del ers the to the ser on de and In the odel
these t o ro esses are ted erent roess thh her r le ethan ost
sers alled the handles there e to no n essa es  hese

are stored nas ool lea ordn tothe er ssonso ea h ser sothat sers
an a ess thero n al t not the alo others tths ont sers an
a essther althro ha alreadn ro ra ordre tly thro h thes ool

le In n the aldae onr ns th r le es so that t an store

essa es s h that they are o ned yd erent sers h s the aldae on s
a tr sted ro ra e Il ae seoths at nor roto ols

r enhan e ents to the alsyste re reso e han es to the

n e the s totally o t o the sers ontrol nthe I odel t seasy to

re ent the ser ro y assn o renhan e ents rther ore nths odel
o r enhan e ents an e ade trans arent to the ser In the odel
only the dae on an ese red esstothe al essa es st e ontrolled

thro hen ry ton on ethe essa esare stored

o nd uir nt
In o rsyste e oldl eto ro deso ene a a ltestoe alsyste s
es des the a 1ty to and essa es e o ldl ethesenderto ea le
to the stat s o  essa es read or not read to nread essa es

andtore e enot aton aree t hena art lar essa e sread



he ollo n arere re ents or the ne e alsyste 1In the ollo n
lst eass ethat 1 e has sent essa e to o harle sa al os
ea esdro er ho an or e essa e 1o ]l eor o and onna saso hs
t ated atta er ho an od y essa es n transt and has o lete ontrol
o all tra e also ass e that there s a delay ora erytotra el ro

l eto o a delay or a res onse to tra el ro o to | e and ane
Il le roessn t e or eres esaythat o o re ests
ro hs o sly there sno ay to deter ne o at allys anned
the essa e thhseyes

It sho ld e noted that a ay or o toaodre oaton s orh or a
ro ra rtten yh tore estshs also re ently ro hs that
there sne era hane or | etore o ea essa e esaythat o an
re o aton t that he annot re oaton hat s o annot re ent
l ero re o n a essa ethat he hasnot read hese ond roto ol nths
aer ro desa ehans or 1 etodetetatte ts y o to re o
aton he anthenta e ro eraton s has easn rther o n at on
th o

he ollo n aredesra lere re ents orane alre o aton syste

l e an he to see o read I she re e es an ans er o no at
t e then | e no sthatatt e o had not read
l e anre o e att e I att e o has not read then
o Il not e er read
I o reads att e then |l etrestore o e atert e
she 1l e not ed that there o aton aled
I o has not read att e then l e he ed att e the
not at on says that has not een read hs sthe on erse o oal
I 1 es ess llyre oes then o doesnot nd o t that 1| e sent

h a essae

I 1 es ess llyre o es then o doesnot ndo tthat any essa e
as sent ro anyone

harl e annot a se to ere o ed
onna annot a se to ere o ed

harl e or onna an ne er he to see o has read tho t a ess
totheln et een o andhs

harle annot a se | etoree ethe ron not aton

onna annot a se | etoree ethe ron not aton

0o eo these re re ents are easer to eet than others e de ne three
leelso e alre oaton In the rest o the a er e ro de sol tons to
the ro le at ea h o these le els s e e ted sol tons at the le els th
the h her n erorre re ents o eat a reater ost Inea hseton e
desr e h hre re entsare et



Inr tructur

he nrastr t re ass t ons are the ost ortant n des nn roto ols
ore alreoaton It so o sthat these rotools o ld e ery easy to
des n ehada 11 lo n 1 ey nrastr t re here e ery arty had
ald o eso e ery other artys 1 eys In at a thent aton roto ols
n the I terat re o ld e sedto eetallo o r oals
o eer t s nrealst toass ethata l ey nrastr t re lle st
any t e soon ra astoe lore hat old eaheed thlttleorno
n rastr t re rle el roto ol ass  es that there s a sol tely no n ras
tr t re Inle el eass ea ea or o nrastr t retoahee etter
se rty ather than ass e that there sa n ersal ert yn a thor ty that
e ery ody tr ststo er y sers denttes and to ss e ert ates eass e
that there s a arty that s tr sted to ee se rets and eha e a ro r ately
hs s eryd erent ro tr stn a In art lar one o the ost rt
ed as e ts o 1 ey nrastr t re sthat there sno ayto es rethat
sare o etent n er yn sers denttes h s o rtr sted thrd arty
ass ton s ea er than the I ey nrastr t reass ton e allor
thrd arty an th rd arty
hs e resentle el andle el roto ols th n reased se rty at the
ost o reater ass tons ne ad anta e o ths s that the le el roto ol
old e le entedr hta ay I atso e +t redate there s ore nras
tr t reaalale then eole olds thtoleel and ay ee enle el
or the latter e ass e |l 1 ey nrastr t re here all artes ha e
ea h others Il eys Inths ase se rereoatono e al sas ler
ro le

hele el syste o erse alre o aton nder ea ass tons In art
lar altho hre re ent ssats ede en l eor o heat re re ents
and areonlysats ed all artes lay yther les hsty eo syste
s se 1 or sers hotr st ea h other and anttoha ee alre o aton asa
on enent se lser e It oldalso ee et e or nso hst ated sers ho

old e na leto o ntthe atta s ne essary to de eat the syste oday
ost e al sers all ntoths ate ory eel ses e allys ted or eo le
hose alser e s I see eton ea se nths odel sers annot

dre tly a essther al le sothey annot deeat re o aton y say readn
ther s ool ledre tly
e note that nthedes r t ono the roto ol eass e norderdel eryo
al essa es or nstan e a ser sends an al essa eand later re o es
t ysendn are oaton essa ethen eass ethet o essa esarr e at
the a ro rate order In rat e ths s not ne essarly the ase and t re
or sneeded toa o nt or essa esthat arere e ed n the ron order



In le el eass ethatthe rn als nol ed eha ea ordn tothe re
st ed rotool I a arty heats t an otent ally de eat so eo these rty
re re ents re de tsaty ale alsyste Inleel e ass e
that o does not

ea esdro on essa e
a ess thes ool le tho t reordn t
han e the eha oro

e resent a roto ol herere re ents and  hold nder these ass
tons e re ent holds ntl o at ally reads t that ont harle
and onna 1l dete t the not aton essa e that sret rned to 1 e

ne o the eat reso o rsyste sthat 1 e ansenda eryto to
see o read l e st ealetodoths hle harleand onna st
not e a leto enerate a aldre est to
onna antr ally ase to ereoed re re ent y od yn the
or nal essa e to onta nnoth n larly onna an re ent 1 e ro
s ess llyreo n a essae y lo n there o atonre est andshe an
alsota er thnot aton essaes reoatons ess | et here ore
eass ethat onna 1l not eha eths ay It sho Id e noted that th
thesa e eha or onna old r leanye stn  alsyste r syste s

not res stant tos ha o er latta er nor sany alsyste that e no

In the ollo n roto ol eass ethat and are ry to ra h ally stron

one ay n tons s alsoahash nton as t sa ledto ara lelen th
essa es sa ledtos all ed len th essa es onsstn o a rando

strn and ashort eds e essae In rat e and o Id
e sed to le ent and res et ely ealsoass ethateah al ser

a ent has a data str t re alled a here tstoresso e

se ] nor atona ot essaes thasree ed

|l esendsa essa eto o s

l e enerates arando strn

l e o tes and sends to he then stores
and or t re se
he s or n the to a es rethatths essae s
not a re lay I s not o nd then stores nare lars ool le
It then o tes reates are o at on ta le entry and stores
there th a o nter to nthes ool le I s o nd then the essa e

sare layand t slo ed and nored

heres 1t o te s 1l strated n re



Message 1 - Message 1
. Ao
Bob’'sMUA
Alice's outbox
t This figure illustrates the information that is stored by

Ahce and Bob s M A after step 1 of the level 1 protocol is executed.

l e he s to see o has read the essa e h s ste
an ee e ted anyn ero t es ornotatall eore te

l e enerates ane rando strn

l ere o tes sn the stored o tes
and sends and a ey ord to o s he then re la es
y nhero t o

re e es and he s or n the re o aton ta le 1 s not

o nd re 1les that has een seen
I s o nd o tes sn ro the wessae t st
re e ed and ro there o at onta le It then er esthat

at hes the st ree ed T t does at h e re e ed an
nald ey re les that  has een seen the reason or thsre ly
se laned n thene tseton
I at hes e the ey s ald then re la es y
n the re o at on ta le and re les to | e that the essa e has not een
seen
I has een seen then 1 e erases and ro herot o

he res 1t o ste ssho n n re

] ere o esthe essa e

1 e sends her rrent stored strn h h ay ed erent than the
or mnal n ste ste as e e ted and to
alon tha ey ord
o s loo s or an entry nthere o atonta le ontann I one s
o nd o} tes sn the ey stree ed and n
there o atonta le T t at hes then re O es ro thes ool
le also re o es the entry ro there o aton ta le hen
1 e snot ed that asre oeds ess lly
I s not o nd n the re o at on ta le then not es 1 e that the

essa e has already een seen y o
1 ethenre o es and ro hero t o



Message 1 - Message 1
. i
Bob’'sMUA
Alice's outbox
t This figure illustrates the information that is stored by

Ahce and Bob s M A after step 2 of the level 1 protocol is executed.

o reads the essa e h sste ass esthat there sso e
essa e that has not een re o ed and that o has not read I there s no
s h essae s  lyre 1les that there sno al

o re estshs al ro
sends to o re o es ro there o atonta le re o es
ro thes ool le and sends as a to 1 ethat as read
|l eree estheree t or and sear hes a ards nherot o o
arn the hash o ea h essa eto
l ere o es and ro hero t o

eno ds ssthese rty on ernsthat sha ed the roto oldesr eda o e

he an on ern sthata al o sea esdro er harle sho Idnot ea le
tore o ea essaesent y 1 e oal rther ore harl e sho 1d not e
a le to he hether 1 es al asread y o e ass e that harle

ay not alter essa es ntranst o e er he ayread essa es ntranst and
send ne essa es hesodesres e e n ye lann hyor rotool
sat s es oal ethen o eontoe lan other as e ts o the roto ol

hen 1 e rstsendsa essa eto o she sarando ey he then

a lesaone ay ntonto and o tans e ass e that en t s
ntra ta le to deter ne hs s astandard ry to ra h ass ton h h
s eleedto esats ed y aro s otentalone ay n tons e all that

1 e sends alon th the essa e o stores nhs

ne essaes annot e orr ted ntransttheln et een and annot
e toen y harle 1 e ee sthe ale hdden nher r ateo t o

ne | e stheonly one ho no sthe al e she an ro eo nersh o
the essa e n the other hand harl e annot deter ne the al e  nless
he sa leto n ert theone ay n ton

he ds sson a o e sho s that n oth the he andre oestes 1 e
ay roeo nersh o the essae to o yre ealn the seret ey
hs re ents harle ro etherre o n or he n ona essae elon n



to 1 e o rseon ethe ey sre ealedane seret ey st e enerated

or thsreason d rn the he ste 1 e enerates ane seret ey and
sends ts hash to o hs s nthesa es rtasonet e ass ordsyste s
s has

he roto ol or he n  hether a essa e has een read ontans an n
terest n s telty e all that a ter the essa e sread all nor atonre ardn
the essa e serased tths ont one annot er ythatthe arty eror n
the he s ndeed the o ner o the essa e In other ords there s no ay
to re ent harle ro learnn the a t thata essa e has een read Indeed
ater the essa e sread hen harle eror sa he heree esnot aton

say n the essa e has een seen e ore the essa e sread harle an not
eror the he roto ol sn e he does not ossess the se ret ey ro n
o nersh o the essae o eer o ser e that hen harle r ns thro h
the he roto ol sn an n ald ey the not aton sent toh s st 1l the
essa e has een seen onse ently the res onse harleree es esh
no nor aton asto hether the essa e has een read or not n the other
hand 1 e¢ ho no s these ret ey llre e enot aton the essae
has not een seen  hen she eror sa he e ore the essa e sread h s

y sett n there ly essa esa ro rately ea odthed Ity n er yn
o nersh o the essa eater thas een read

ot e that n te hen 1 ea les the one ay n ton to she
sat allye al atn the n ton here are se eral reasons
or nl dn the hash o the essa e as n t tothe one ay n ton
onet ally t reates aln et een the essa e and the se ret ey
rther ore re all that the sender I and the trans ssont e are artso
the essa e as headers s ares 1t the al e de ends on those

ara eters as ell
r rotool oldr n nto ne eted eha or t od erent essa es

hashed to the sa e al e ore re sely eass ethatt od erent ars

and sat sy thnel le roa I

ty hs an eaheed yass n that s hosen ro a

lar eeno h s ae e hose ts oro r le entat on or ths reason
e er the roto ol ay saely ass e that

and or nstan e n te o s he s theree ed al e

already a ears n the re o aton ta le T t does the ass es that

there e ed essae sare layo ane stn essa ¢ onse ently the ne
no n essae sdro ed
hs onl des these rty onsderatons nor rotool eno ds ss

so e ea nesses o thsle el roto ol  he roto ol only or s hen oth
artes | eand o lay yther les na syste ee se t on o}
an eas ly nterere thhs and re ent essa es ro en re oed or
nstan e a ro ra rtten y o ay erod ally oy no n  essaes
ro hss ool le on so 1l re ent the ro re o n essa es
hs snota role nthe 1 odel Ino rle el roto ol e en o

is a trademar of Bellcore.



nter eres th hs he annot re ente alre o aton eds ssths
n eton

It sho I1d also e onted that o r syste does not re ent al essa e
or ery or nstan e harle ay reent 1 e ro reo n a essae y
a lyn the ollo n strate y hen 1| e rstsendsa essa e harlere ords
t  hen harlenot esthat 1 e hose tore o e the essa e he resends the
re orded essa eto o retendn that t sa t allysent ro l e hs ay
the or nal essa e sstoredon o s ahneas t assent ro l e hs
re layatta mne et reents |l e ro re o n the essae o reentths
atta  one needs the a 1ty to a thent ate the dent ty o the sender hs s

addressed no rle el rotool h hass esa 1 ey nrastr t re
s a nal ont e note that thro ho t these ton eass e 1 e has
ase re se dorando n er enerator hat s nothrd arty an red t
any o the ts enerated y 1 es enerator ee orads ssononho to
enerate se re rando ts nsot are
e le ented the le el roto ol  he le entatona 1esto the
odel e I syste s and e ass e that all artes se the send al
dae on
Ino r le entaton o s ssend al
al stheloal aldel ery a ent and that 1 es sa or o

al eass eastandard n s ool le ah essae e ns th ro
and s sed as adel ter

he le entaton s o osed o aseres o sr ts

l essr tshaet o n tons atta hn re o at on headerstoo t on al

and sendn he andre oe o ands o sesa al ltersr tto ery
ande e te he andre oe o ands

l e st ntally enerate arando seed andse en en er osenda
reoale essae 1 e o osesa essae thase al ar ent
h h a ses the alerto o te and atta h re o at on headers to the
essa edrat 1 es aler then sends the essa eto o andsaesa oy
n her older dd t onally the se ret ey sstored asa al header as
art o the essa e n the older

I aree er snot on redtoa etreoale alreoaton o ands
ares lya ended tothes ool le o ss ool leholdsthe no n es
sa e t l e eneratesa he orre oere est o sloal alhandler

ro esses there est essa e nsteado storn t nthes ool le I there o a

le al essa ehasalready eenread 1 e stoldthatthe essa e has een
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that is stored in Alice s outbox, at Bob s M A, and at the honest server, S after Step
1 is completed. The thic lines represent message ows. The M A has a regular spool
file which it uses to process e-mail that is not sent using our system and a special spool
file that is used for e-mail that can potentially be revo ed.
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